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Abstract—Due to the rapid growth of communications networks, an increased number of
multimedia information has been exchanged through unprotected communications. The
multimedia data can be in the form of satellite images, images for the military, images for use in
medicine, etc. At current time, telemedicine users are using communication networks to transmit
various medical data in the form of images. Every single one of these photographs contains private
and confidential information. Security of sensitive data is therefore crucial to preventing
unauthorised access. Currently, a number of image encryption techniques allow for the extremely
secure storage of medical images. Present chaos-based picture encryption techniques offer a high
level of security for protecting medical photos. Reviews of several chaos-based image encryption
methods for encrypting medical photos are discussed in this paper. The assessment metrics, results,
and comparison analysis of various medical picture encryption systems are also presented in this
paper. The field’s future directions are then addressed.
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L. INTRODUCTION

The pace of technological progress during the last few decades has skyrocketed. Information may
now be transmitted across the internet more easily because to developments in communications.
Digital photographs, movies, and records are just a few examples of the data that is transported
instantly around the globe. Telemedicine is the most extraordinary answer to the current healthcare
dilemma in the medical industry. Digital medical pictures of internal human organs are utilised for
quick diagnosis and effective therapy. Healthcare professionals must manage sensitively since they
oversee sensitive patient information due to cybercrimes. The security of patient data is extremely
important since unauthorised access to such data might have disastrous consequences. Medical
image storage and/or transfer call for validity and integrity as well as confidentiality. Encryption
is a popular method for protecting medical images. DES [1], AES [2], and other widely used data
protection technologies served as the foundation for early image encryption techniques. However,
it has been found that these techniques do not encrypt images as effectively [3][4][5].

Therefore, a strong technique for encrypting medical images will be required. Chaos-based
techniques provide a reliable method for medical picture encryption. Chaotic mapping algorithms
contain a number of intrinsic characteristics, including ergodicity, mixing characteristics,
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vulnerability to chaotic factors, and very complicated behaviour. Chaotic systems are a great
option for an effective and efficient technique of encryption due to their specific characteristics
[6][7][8]. The various kinds of chaos-based processes acquired in picture protection are “one-
dimensional” (1D) and “high-dimensional” (HD) [9]. The drawback of chaos-based 1D map is that
they contain a limited amount of key space, despite the fact that they appear to be efficient, simple
in design, and better resource stewards. Chaotic HD maps have a variety of critical spaces, but
they require more resources and are more difficult to create [10] [11]. Some image encryption
techniques compromise between speed and security by using a mixture of chaotic 1D and HD
maps.

The chaotic image encryption methods are essentially divided into permutation and diffusion
phases. During permutation, the pixel coordinates of the actual picture are changed, and during
diffusing, pixel-values are altered. The statistics of the ciphertext and the input image are replicated
when the encryption method’s permutation step is used alone, making it simple for attackers to
launch a statistical assault. Similar to how employing simply the diffusion phase in the encryption
process results in higher security than using the permutation process, however the encryption effect
is not as powerful. Therefore, being alone during an encryption process is undesirable. Therefore,
in order to significantly enhance the encrypting effectiveness and the security of said scheme,
researchers were interested in integrating both the transformation phase and the alteration phase in
the encryption method [12].

In recent years, medical personnel have used patient data for patient diagnostics by storing and
transmitting it. Healthcare personnel must handle sensitive patient information with caution
because of cybercrimes. Since unauthorised access to medical data could have disastrous
repercussions, patient data security is of the utmost importance. To keep medical data securely
safe, a powerful encryption solution is needed, particularly for medical images. Such high security
is provided by chaos-based encryption techniques.

This article summarises various chaos-based methods for encrypting medical images and describes
them in terms of their means. In certain instances, it provides a thorough analysis of each of the
recommended papers. This paper also includes the results of these articles’ evaluations and several
traditional performance factors in the evaluation. The comparisons between these articles based
on their conclusions are then made.

The remainder of the article is organized in the following manner: Section II discusses the
fundamental idea of chaos.

Section III discusses a survey of current medical picture encryption methods. The evaluation
metrics and evaluation outcomes for several chaos-based medical picture encryption algorithms
are presented in Section IV. This section also includes a comparison of various encryption
algorithms depending on their conclusions. Finally, section V brings the article to a close.

IL. PRELIMINARIES

A. Chaos Theory
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Chaos is defined as “a state of disarray.” The theory of chaos examines the dynamics of complex
systems that are very sensitive to their starting conditions. Due to the complexity of these systems,
long-term prediction is typically unachievable due to the minor differences in the initial state that
lead to such vastly diverse results. Chaos occurs whenever the current approximates the futures
while the future is not precisely defined [13].

There is a chaotic activity in several natural systems. Examples of chaotic behaviour include
variations in the weather, irregular heartbeats, fluid flow, traffic, and the stock market, among
others. Mathematical chaotic models can be used to analyse how these systems behave.

B. Chaotic Dynamics

A dynamic system must have the following characteristics to be categorised as chaotic [14].

. The chaotic sequence values’ randomness. The chaotic sequences created by chaotic maps
contain pseudo- random sequence values and are extremely difficult to analyse and predict.

. Sensitive to initial circumstances, which means that slight changes in the starting point can
result in mixed results.

. Sensitive to system parameters, which means that small changes in the system parameter
can result in distinct chaotic sequences.

. Ergodicity of chaotic signals, i.e., the same distribution of chaotic outcomes by an
encryption technique for each plaintext.

. Topological mixing.

. Nonlinear deterministic system.

C. Chaotic Map

Typically, a chaotic map is a discrete map (as opposed to a continuous one) that is sensitive to the
beginning conditions (as contrasted to linear systems) but does not diverge to infinite (as contrasted
to unstable systems). There is a divergence in the beginning conditions, which are near together.
In the dynamical deterministic system, it is the unpredictability. It is expressed as follows in
mathematics:

Zn+l = f(Zn) (1)

where, 0 <Zn<1landn=0,1,2, --

III. REVIEW ON CHAOS-BASED MEDICAL IMAGE ENCRYPTION TECHNIQUES
This section provides a comprehensive review of several chaos-based picture encryption methods.
The entire evaluation is separated into several sections, including reviews of medical image
encryption methods that use chaos, combination of chaos and DNA, and hybrid of Chaos, DNA,
Transform techniques.

A. Review on Medical Image Encryption Techniques based on Chaos

Many conventional strategies have been employed to protect medical images from attacks, but
these techniques are not very effective in encrypting images due to the high redundancy and strong
correlation of nearby pixels in images. Some researchers have created selected based encryption
algorithms to lessen the correlation and redundancy of pixels [15][16]. A dual
watermarking/encryption technology has been used by certain researchers to preserve the
authenticity and integrity of photographs [17][18]. The techniques, however, are not appropriate
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for large amounts of data, such as medical imaging, and they are weak against differential attacks
due to this [19].

To address these problems, Cao et al. [19] suggested data encryption that utilized edge maps. Three
adaptable components — bit-plane breakdown, chaotic sequence generation, and pixel scrambling
— have been used by the technique’s creators. The process’s use of scrambling modifies both the
positions and values of pixels, raising the level of security even higher. The cipher image is
especially susceptible to alterations in the normal picture caused by the influence of the bit level
diffusion in this process when the plain image is split into multi-bit planes and encrypted using the
XOR operation and bit-level dispersion. Hence, the technique is immune to divergent assaults.
Although chaotic 1D maps seem to be efficient, simple in design, and better resource stewards,
they have the demerits of having a small amount of key spaces. Hence, Dridi et al.

[20] developed an encryption strategy that mixed the Logistic 1D chaotic map with Perceptron
Neural Network (PNN) to obtain the advantages of chaotic 1D maps with larger key space.
Because the system has unique properties like a wider parameter scope, fewer regular intervals
periods in branching, and a higher key space than a 1D chaotic map, it is more appropriate for use
in picture encryption. In [21], Lakshmi et al. proposed another neural assisted encryption scheme
for medical image cloud storage. For cloud storage of medical images, this research suggests a
Hopfield-governed image- dependent encryption system. The main advantage of the system lies
in the speed of encryption, the proposed scheme takes around 0.5 seconds to encrypt an image
while that of

[20] takes far more time. The suggested approach is faster and more secure than [20] and is
therefore superior. Hua et al. presented another technique in [22] that makes use of pixel adaptation
diffusing and faster shuffling. The picture’s surroundings are first given a random value, which is
then distributed throughout the entire image after two rounds of high-speed scrambled and pixel-
adaptive diffusing dynamically mixed pixel positions. The two methods for pixel adaptive
diffusion that are accessible are bitwise XOR and modulo arithmetic. The suggested solution is
extremely secure and effective.

B. Review on Medical Image Encryption Techniques based on Chaos and deoxyribonucleic
acid (DNA)

Ergodicity, mixing qualities, vulnerability to chaotic variables, and highly complicated behaviour
are only a few of the intrinsic characteristics of chaotic mapping algorithms. Therefore, chaotic
systems satisfy the traditional Shannon requirements for confusion and diffusion and are suitable
for picture encryption. But as stated earlier certain chaos-based cryptosystems have shown low
security. To use the advantages provided by the chaotic system many encryption schemes based
on chaos and DNA encoding are being developed. The vast parallelism, enormous storage, and
low power consumption of DNA computing technology have lately led to its improvement and
usage in cryptography. There are numerous image encryption techniques that combine chaos and
DNA sequence operations. Studies have shown that DNA technology improves algorithm security
and is resistant to chosen-plaintext assaults. Even though the DNA technology-based algorithms
have been hampered by the low computer accuracy and use of the poorly chao-based maps. Belazi
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et al. [23] suggested a healthcare encrypting algorithm utilizing chaotic maps and DNA to solve
this issue. The cryptosystem consists of two repetitive phases, which are preceded by a key
generation layer which employs the SHA- 256 hash algorithm. Each stage of the encrypted system
is composed of block-level permutations, pixel-level replacements, DNA coding, bit-based
substitutions, DNA decode, and bit-based dispersion. The logistic-Chebyshev map generates the
key stream in bit stage substitutions, whereas the sine-Chebyshev map is employed for the key
stream in bit stage dispersion. Implication of two chaotic maps makes the encryption robust and
strong and resistant to any known plaintext attacks. Aouissaoui et al. [24] developed another DNA-
chaos based encryption algorithm. The creation of keys using the images and its metadata’s hash
functions constitutes the first stage of the encryption process. The second step is rotating and
permuting the medical images’ first two MSB bit-planes to remove the black backdrop that results
in redundant DNA encoded sequences. The final component is encoding DNA using a dynamically
selected DNA rule via a Logistic map. Tent maps and the XOR operation are used to perform
dispersion and confusion. The proposed algorithm uses two hash functions instead of one which
naturally increases the key space. When PSNR between original and decrypted images after noise
attacks were compared with that of [23] the values and stats were significantly better indicating
that developed algorithm is robust and resistant to noise attacks when compared with [23].

Using SHA-256, DNA cryptography, and a chaotic map, Akkasaligar et al. [25] built a solution
for medical image encryption. The digitalized image’s Least Significant Bit (LSB) contains the
hash key, which is produced using SHA-

256. Security is added to the image by encoding it using DNA coding principles. Chen’s hyper
chaotic map is used to randomise the pixels of the encoded DNA matrix. The scrambled pixels of
encoded DNA matrix blocks are eventually combined using logical XOR bitwise operation. Since
the identical secret message stream are employed to encrypt every plaintext, they may be used to
encrypt any secret key when they are found. This is due to the employment of numerous secret
code streams by cryptosystems that are separate from the plain image. As a result, attacks
employing chosen and known plaintext are more advantageous. To overcome this issue, Guesmi
et al. [26] created an analogous approach using hybrid chaotic map and DNA code-based image
encryption. Out of the plain picture and the secret hash keys, one-time keys are created using SHA-
2. To create the cryptosystem’s keys, the plain image’s hash value is used. To make the diffusion
process stronger, a hybrid chaotic function is employed. DNA XOR is used in confusion step.

C. Review on Medical Image Encryption Techniques based on Chaos, DNA, and Transform
Techniques

Banu et al. [27] developed a cryptosystem which suggests encrypting DICOM images using IWT-
based chaotic attractors and DNA sequences. The algorithm consists of the following stages:
encoding-decoding, permutation- substitution, and complementary. Ravichandran et al. [28§]
developed a similar system. To safeguard digital medical image, the system reviews an encoding
scheme based on IWT combined with chaos and DNA. The recommended work is split into two
levels: a diffusion level and a two-stage shuffle level. Row and column shuffling of pixels come
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after initial block confusion in the initial stage of the shuffling procedure. DNA coding and DNA
XOR processes are the foundation of the next step of the diffusion process. The system had an
exceptionally large key space and had an NPCR of 99.99. Shafique et al. [29] developed another
similar scheme in the frequency domain, a noise-resistant image encryption technique. To encrypt
the medical images at the bit level as opposed to the pixel level, they employed bit plane extraction
technique, Discrete Wavelet Transform (DWT), and a cubic Logistic map. Three components
make up the proposed work; the first and last sections both include spatial domain encryption of
the picture. The frequency domain encryption, which uses DWT, is the focus of the proposed
algorithm’s middle component. It is intended to increase security and shorten processing time of
the proposed encryption technique by combining spatial and frequency domain encryption into a
single encryption algorithm.

D. Review on Medical Image Encryption Techniques based on Fast Operation of Chaos

The problem with DNA encoding and decoding is that it has extra steps which increases
complexity. Additionally, a lot of cryptosystems were overly sequential, took an excessive amount
of time to calculate and construct, which dramatically increased complexity and lengthened
execution time. To overcome these issues, Gafsi et al. [30] developed a fast medical picture
encoding schme using improved chaos. A 256-bit key for the cryptosystem is created using the
SHA-256 algorithm. A sophisticated chaos based PRNG is intended to produce an encryption key
of excellent quality. The generated key exhibits strong entropy and unpredictability behaviour.
Four operations—random pixel position permutations, bit position permutations, S-box pixel
replacement, and XOR dispersion — create the encrypted images. To increase security, the
encryption can be repeated more times. The following algorithm is fast and easy to understand.
Masood et al. [31] suggested another simple cryptosystem to encrypt medical images based on
Chen’s chaotic system, Brownian motion, and Henon chaotic map. Two-dimensional Henon
chaotic maps in the proposed system produce confusion, but Brownian motion and Chen chaotic
maps produce diffusion. Like the system of Masood et al. in [31], Akkasaligar et al. in

[32] also suggested a similar system using two hyper chaotic map techniques to provide a greater
level of security. The confusion-diffusion process of chaos-based scheme is applied to a subset of
the pixels in digital medical imaging. To offer very high security, a dual chaotic system’s
unpredictability is used. Instead of employing a particular one, all DNA- decoding-encoding
principles are applied to create distinctive DNA structures and encrypted images. Since the digital
medical image’s pixels determine which rules of DNA are used, every healthcare picture will have
a different structure of DNA. In the suggested system uses selected pixels for encryption using the
hyper chaotic maps, the computational time is reduced. The computational time of [31] for a
medical image is 1.53 seconds but that of [32] is 0.22 seconds which is faster when compared with
[31], since it also involves DNA encoding and two hyper chaotic maps makes it very difficult to
decrypt for hackers. Yasser et al. [33] also developed a similar system which also uses two chaotic
maps. The suggested approach produced two brand-new chaotic maps that showed powerful
chaotic activity. Bifurcation diagrams and Lyapunov exponents, used in dynamic analysis and
validation, revealed that suggested maps are hyper chaotic whole, with great sensitivity and
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complexity. In contrast to algorithms that use one-time keys, the suggested technique uses
diffusion and confusion of two-runs and takes additional input factors into account in addition to
the original pictures and the secret key. The developed system has the same tests results as that of
[31][32] and even the same computational speed as that of [32] but the main advantage over [32]
is that this system provides the same result without applying DNA encoding which saves in
computational power and makes it more efficient and less complex to imply and understand.

IV.  COMPARISON OF SOME COMMONLY USED SECURITY MEASURES

The following is a comparison of various widely used security measures.

A. Key Space Analysis

Algorithms’ key spaces are their key sets [34][35]. For brute-force resistance, an algorithm’s key
space must be more than 2128 [36][37]. Results of key space comparisons between several medical
image encoding schemes are presented in TABLE 1. TABLE I shows that all medical picture
encoding methods meet the brute-force attack criteria. The brute-force approach is however
strongly resisted by the techniques in [19][23][24][27].

Algorithms Key space Results
Cao et al. [19] 2.06 X 10327 =~ 2.4846 X 21086 | Pass
Didri et al. [20] > 2325 Pass
Lakshmi et al. [21] 10112 =~ 1.0395 x 2372 Pass
Hua et al. [22] 2256 Pass

Belazi et al. [23]

> 2716

Pass

Aouissaoui et al. [24]

2624

Pass

Akkasaligar et al. [25]

1088 x 28 ~ 1.2568 x 2300

Pass

Guesmi et al. [26]

> 2199

Pass

Banu et al. [27]

10238 ~ 1.5357 x 2790

Pass

Ravichandran et al. [28]

10140 ~ 1.0496 x 2465

Pass

Shafique et al. [29]

10135 =~ 1.3758 x 2448

Pass

Gafsi et al. [30]

2192

Pass

Akkasaligar et al. [32]

10120 =~ 1.5491 x 2398

Pass

Yasser et al. [33]
B. Statistical Attack Analysis
Many image encryption techniques employ histogram analysis and neighbouring pixel correlation
analysis to analyse the statistical assault.

The graphical method of assessing a statistical assault is called histogram analysis [38]. It displays

1056 x 255 =~ 1.0156 x 2194 Pass

the distribution of how frequently certain types of valuable pixels occur. Neighboring pixel
association measures the association of pixels in images. All medical picture encryption
algorithms, successfully resist the statistical assault.

TABLE 1. KEY SPACE COMPARISON RESULTS OF VARIOUS HEALTHCARE
IMAGE ENCRYPTION TECHNIQUES

C. Information Entropy Attack Analysis

Entropy is a metric used to quantify the degree of ambiguity associated with individual pixels in
an encrypted image. The entropy value of 8 is a universal constant for any encoded image. Less
capacity is required to divulge data from the cryptosystem when it rises above 8 [39].

The findings of comparing the information entropy of chaos-based medical image encryption
algorithms are presented in TABLE II. The table demonstrates that the entropy of encoded images
in all image encryption techniques is nearer to the optimal level, which is 8. This leads to the
conclusion that all medical image encryption techniques successfully fend off entropy attacks. The
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methods in [20][25][32] are less resistant to the entropy attack than other chaos-based medical

image encryption schemes.

TABLE II. INFORMATION ENTROPY COMPARISON RESULTS OF CHAOS- BASED
MEDICAL IMAGE ENCRYPTION SCHEMES

Images

Algorithms Images Average Entropy
Didri et al. [20] Average of 10Tmages 7.9864
Lakshmi et al. [21] Average of 5 Test 7.9926

Hua et al. [22]

Average of CipherImages

7.9977 (8-bit), 7.9994
(16-bit), 7.9981 (24-bit)

Belazi et al. [23] Average of Images 7.9993
Aouissaoui et al. | Average of X-ray,MRI, and | 7.9994
[24] US Images
Akkasaligar et al. | Average of MRI,CT, 7.922
[25] X-ray,
Ultrasound, ECG
Guesmi et al. [26] Average of 12 | 7.997862
Images
Banu et al. [27] Average of Images 7.998
Ravichandran et al. Average of Images 15.785
[28]
Shafique et al. [29] Average of Images 7.9983
Gafsi et al. [30] Average of 11 | 8.0000 (Red, Green,and Blue)
Images

Masood et al. [31]

Average of X, Y, andZ
directions

7.9993 (Chest), 7.9986
(MR), 7.9993 (Brain)

Akkasaligar et al. | Images 7.8466
[32]
Yasser et al. [33] Average of Images 7.999

D. Differential Attack Analysis
“Number of Pixel Changing Rate” (NPCR) and “Unified Average Changing Intensity” (UACI)
are the most oftenly utilised metrics for analysing the differential assault. UACI and NPCR have
estimated values of 33.4635% and 99.6094%, respectively [40]. If the UACI and NPCR values are
in proximity to or greater than their typical values, any encryption method is said to be resilient to

differential assaults.

The UACI and NPCR values of all chaos-focused medical picture encoding schemes are presented
in TABLE III. According to the table, all of the performance metrics for the image encoding
methods discussed are either extremely close to or higher than their predicted values. This suggests
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that all picture encryption techniques successfully thwart the differential attack. Comparing the
algorithm in [20][22][25][30][32][33] to the other picture encryption schemes, it is very high
resistant to differential attack.

TABLE III. UACI AND NPCR COMPARISONS OF CHAOS-BASED MEDICAL

PICTURE ENCODING TECHNIQUES

Algorithms Images Average NPCR Average UACI
Cao et al. [19] Average of 16Images | 99 600, 33.48%
Didri et al. Average of 8 99.8844%, 24.5413%
[20] Images
Lakshmi et al. Average of Test 5 99.6% 33.41%
[21] Images
Hua et al. [22] Average of 20Images | 99.9983% 33.3311%
Belazi et al. Average of | 99.6173% 33.4755%
[23] Images
Aouissaoui etal. Average of X- 99.6253% 33.4943%
[24] ray, MRI, andUS

Images
Akkasaligaret al. Average of MRL, CT, | 99.898% 32.518%
[25] X-ray,

Ultrasound, ECG
Guesmi et al. Average of 12Images | 99.600124% 33.459415%
[26]
Banu et al. | Average of | 99.68% 33.47%
[27] Images
Ravichandranet al. | Average of | 99.6067% 33.47%
[28] Images
Shafique et al. Average of 6/5Images | 99.6453% 33.4393%
[29]

Gafsi et al

Average of 8 & 11

99.81543% (R),

33.90968% (R),

[30] Images 99.78057  (QG), 33.87916 (G),
99.78593 (B) 33.85873 (B)
Masood et al. Chest ( Averageof X, | 99.63% 33.60%
[31] Y, and Z)
Akkasaligaret al. Lena 99.87% 33.29%
[32]
Yasser et al. Average of | 99.86% 33.72%
[33] Images
V. CONCLUSION
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This article examines several chaotic algorithms for healthcare picture encryption. Furthermore
presented are the evaluation findings from differential attack analysis, information entropy
analysis, statistical attack analysis, and key space analysis. The comparisons of various methods
are highlighted lastly.

The best alternative for the medical picture encryption algorithm to increase security and speed is
rotation-based diffusion-confusion processes. This is so that rotation-based procedures can
permute and diffuse the image’s pixels quickly.
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